ECE 5984 Virtualization Technologies

Pierre Olivier



Containers

Presentation

B Containers: process-level sandboxing technologies

¢ Enforced by the operating system

® Sometimes called OS level virtualization
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Containers

Presentation

B Containers: process-level sandboxing technologies

¢ Package application programs and dependencies

® (One of the main benefits is ease of development/testing/deployment

> “Shipping containers”
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Compiling HermitCore
on Ubuntu 16:04
(released

april 2016)

- perl version is
v5.22.1

root(@7cf989350964: ~/HermitCore/build

File Edit WV Terminal Tabs Help

root(@7cf989350964: ~/HermitCore/build

LIBOMP: Use Hwloc library

- Configuring done

- Generating done

-- Build files have been written to:
[ 71%] Performing relink step for 'libiomp®’

[ 72%] Performing build step for 'libiomp'’
Scanning dependencies of target libomp-common
[ 2%] Generating omp.h
Unescaped left brace 1n regex is deprecated,
?™:if|else|end|omp) ) |\$((?":[A-Za-2 ]+[A-Za-z0-9 ]*))|\${ =<--
9 1#))@)/ at /root/HermitCore/usr/libomp/tools/expand-vars.pl line 134.
L.illt‘bl..t‘.‘ll}':‘k.i q'..':'l’i. Hiace J._II I':".:]C‘)& J._'J '..;':‘IJI':‘LCIL':‘L;, I_?r_‘l'_i‘_'l':"._; LiIIULIL:]iI J._Il I':'L_,]':'Aj IIICII‘T\':"..; I_i‘_‘y' =
? it |else|end]omp) ) |\N$((?™:[A-Za-z ]+[A-Za-z0-9 ]*))|\${{ =--
g ]1*))@)/ at /root/HermitCore/usr/Libomp/tools/expand-vars.pl line 134.
[ 4%] Generating omp lib.h
Unescaped left brace in regex is deprecated,
?Mrif|else|end|omp) ) [N$((?7:[A-Za-2 ]+[A-Za-20-9 ]*))|\${ =--
g ]1*))@)/ at /root/HermitCore/usr/Libomp/tools/expand-vars.pl line 134.
Unescaped left brace in regex is deprecated,
?~:if|else|end|omp)) NS (7" :[A-Za-z ]+[A-Za-z0-9 1*) ) |\${{ =--
g ]1*))@)/ at /root/HermitCore/usr/Libomp/tools/expand-vars.pl line 134.
[ 6%] Generating omp lib.f
Unescaped left brace in regex is deprecated,
?:if|else|end|omp) ) |A\$((?":[A-Za-2 ]+[A-Za-z0-9 ]*))|\${ <--
g ]1*))@)/ at /root/HermitCore/usr/Libomp/tools/expand-vars.pl line 134.
Unescaped left brace in regex is deprecated,
?~:if|else|end|omp) ) |N$( (7™ :[A-Za-2 ]+[A-Za-z0-9 1*))|\${{ =--
g ]1*))@)/ at /root/HermitCore/usr/libomp/tools/expand-vars.pl line 134.
[ 8%] Generating omp lib.f9@
Unescaped left brace in regex is deprecated,
?:if|else|end|omp) ) |A\$((?":[A-Za-2 ]+[A-Za-z0-9 ]*))|\${ <=--
9 ]1*))@)/ at /root/HermitCore/usr/Llibomp/tools/expand-vars.pl line 134.
Unescaped left brace in regex is deprecated,
?~:if|else|end|omp)) NS (7™ :[A-Za-z ]+[A-Za-z0-9 1*))|\${{ =--
9 1*))@)/ at /root/HermitCore/usr/Llibomp/tools/expand-vars.pl line 134.
[ 8%] Built target libomp-common
Scanning dependencies of target libomp-needed-headers

[ 10%] Generating kmp 118n id.inc

[ 12%] Generating kmp 118n default.inc

[ 14%] Built target libomp-needed-headers
Scanning dependencies of target omp

I 16%) Building C object src/CMakeFiles/omp.dir/kmp ftn cdecl.c.obj

passed through in regex; marked by <--
HERE {(.*?)}}|@({(?":

HERE (.*?)}}|@((?":
passed through in regex; marked by <--
HERE {(.*?)}}|@((?":
passed through in regex; marked by =<--
HERE (.*7)}}|@((?":
passed through in regex; marked by <--
HERE {(.*?)}}|@((?":
passed through in regex; marked by =<--
HERE (.*7)}}|@((?":
passed through in regex; marked by =<--
HERE {(.*7)}}|@{(?":

passed through in regex; marked by =<--
HERE (.*7)}}|@((?":

froot/HermitCore/build/libiomp-prefix/src/libiomp-build

HERE in m/(?:%%((
[A-Za-z ]+[A-Za-z0-

AR LIy Tt
[A-Za-z ]+[A-Za-z0-

HERE in m/(7:0\$((
[A-Za-z ]+[A-Za-z0-
HERE in m/(7:0\$((

[A-Za-z ]+[A-Za-z0-

HERE in m/(?:%\&((
[A-Za-z ]+[A-Za-z0-
HERE in m/(7:3$((

[A-Za-z ]+[A-Za-z0-

HERE in m/(?:3\$((
[A-Za-z ]+[A-Za-z0-
HERE in m/(7:%$((

[A-Za-z ]+[A-Za-zO-




Compiling HermitCore
on Debian 10 Buster
(testing, 2018)

- perl version is
v5.26.1

more debian-10-buster.txt
File Edit View Search Terminal Tabs Help
more debian-10-buster.txt

Check for working C compiler: /fopt/hermit/bin/x86 64-hermit-gcc

Check for working C compiler: fopt/hermit/bin/x86 64-hermit-gcc -- works

Detecting C compiler ABI info

Detecting C compiler ABI info - done

Detecting C compile features

Detecting C compile features - done

Check for working CXX compiler: /fopt/hermit/bin/x86 Bd-hermit-g++

Check for working CXX compiler: Jopt/hermit/bin/x86 64-hermit-g++ -- works

Detecting CXX compiler ABI info

Detecting CXX compiler ABI info - done

Detecting CXX compile features

Detecting CXX compile features - done

Found Perl: /fusr/bin/perl (found version "5.26.1")

LIBOMP: Operating System -- lin

LIBOMP: Target Architecture -- 32e

LIBOMP: Build Type Release

LIBOMP: OpenMP Version 41

LIBOMP: Lib Type normal

LIBOMP: Fortran Modules false

LIBOMP: Build 20160217

LIBOMP: Stats-Gathering false

LIBOMP: Debugger-support true

LIBOMP: OMPT-support false

LIBOMP: Use build.pl rules -- false

LIBOMP: Adaptive locks -- true

LIBOMP: Use predefined linker flags -- true

LIBOMP: Compiler supports quad precision -- false

LIBOMP: Use Hwloc library -- FALSE

Configuring done

Generating done
-- Build files hawve been written to: /tmp/HermitCore/build/libiomp-prefix/src/libiomp-build
[ 59%] Performing relink step for 'libiomp'
[ 66%] Performing build step for 'libiomp’
Scopnincdanandanciac of torant libomo naadad haodars
[ 2%] Generating omp.h
Unescaped left brace in regex is illegal here in regex; marked by <-- HERE in m/{7:%&{(7":1
lomp) ) |\$((7~:[A-Za-z ]+[A-Za-z0-9 1*))|\${ =-- HERE {(.*?)}}|@((?":[A-Za-z ]+[A-Za-20-9 ]
tmp/HermitCore/usr/libomp/tools/expand-vars.pl line 134,
src/CMakeFiles/libomp-needed-headers.dir/build.make:74: recipe for target 'src/omp.h' failed
make[5]: *** [src/omp.h]l Error 255
CMakeFiles/Makefile2:403: recipe for
make[4]: *** [src/CMakeFiles/libomp-needed-headers.dir/alll Error 2
[ T el |




Containers

Reason to be

B Developing and running application X requires a complex set
of dependencies

Libraries sources and/or binaries (ex: glibc, etc.)
Build tools (ex: cmake, autotools, etc.)

System tools (ex: perl, grep, etc.)

* ¢ o o

All of these with sometimes very specific versions

B Demo!
¢ Backup video: http://bit.ly/2F310fC



http://bit.ly/2F31ofC

Containers

Use cases

B Lightweight (low cost) & elastic virtualization

¢ (Containers consume few resources and can be brought up/destroyed very
fast

¢ (Cloud services such as Gmail and Facebook make extensive use of containers

B Development/testing
¢ Develop, build and test in a controlled, identical environment
B Deployment

¢ Same environment as the development one (repeatability)

® Can be deployed on any server/cloud supporting containers independently of the host
configuration



Containers

Fundamental principles

B Sandbox software running within the container
¢ /solate the visibility it has on the system resources

€ Controlits resource access




Containers

Isolated resources visibility

B Filesystem/mount points (~chroot)
¢ [x:canrun afedora-like rootfs on debian

¢ Container cannot see host/other containers file systems

B Network stack

¢ Container hasits own IP, virtual bridged/routed network similar to VMs

B Processes

¢ |solated process ID set, cannot see host/other containers processes
H |PC
B Hosthame

B UserIDs

¢ Can have root privileges inside container

In Linux:
Namespaces




Containers

Controlled resources access

B Memory
¢ |imits memory and swap usage
B CPU
¢ [ imit CPU usage (can be for example 1.5 CPU) and CPU sets
¢ Control CFS quotas
B Blockl/O
¢ Control throughput

In Linux:
Control groups



Containers

Different technologies

B Chroot (1982)
¢ Generally for unix-like OS, introduced in 1982 (BSD)
¢ Runtime switch to another rootfs
¢ (Goal: testing installation and build system of BSD
.

Chrooot isolates only the filesystem, what about isolating /controlling memory usage, network, 1/0,
PIDs/processes, etc.

B FreeBSD Jails (2000)
B Solaris Zones (2004)
B [XC: Linux Containers (2008)

¢ High-level API controlling Linux internal mechanisms supporting containerization

® Namespaces and control groups
B Docker (2013)

¢ Another high-level API, was built on top of LXC, now using libcontainer



Container vs system-level virtual machines

B Containers benefit:
¢ [ightweight

® Minimal resource usage for the virtualization layer

= All containers use the host kernel
2 Minimal disk usage (ex: Docker default ubuntu 16.04 image is ~100 MB)

® Super-fast startup/shutdown time > “elasticity”

2 Starting/shutting sown a process

® Per-host density
¢ Nesting

B VM benefits:

¢ Kernel versions and OS diversity
¢ Performance isolation

¢ Security




Containers vs unikernels

B Lightweightness
¢ Pros & cons for both technologies

B Security: advantage unikernels

B Compatibility: advantage containers




Containers

Links

http://www.haifux.org/lectures/320/netLec8_final.pdf
nttp://www.haifux.org/lectures/299/netLec7.pdf

nttps://www.cl.cam.ac.uk/~lc525/files/Linux_Containers.pdf

https://events.static.linuxfound.org/sites/events/files/eeusl3
_bottomley.pdf

B http://ciecloud.csdn.net/2013/subject/07-track06-Jerome%:20
Petazzoni.pdf

I


http://www.haifux.org/lectures/320/netLec8_final.pdf
http://www.haifux.org/lectures/299/netLec7.pdf
https://www.cl.cam.ac.uk/~lc525/files/Linux_Containers.pdf
https://events.static.linuxfound.org/sites/events/files/eeus13_bottomley.pdf
https://events.static.linuxfound.org/sites/events/files/eeus13_bottomley.pdf
http://ciecloud.csdn.net/2013/subject/07-track06-Jerome%20Petazzoni.pdf
http://ciecloud.csdn.net/2013/subject/07-track06-Jerome%20Petazzoni.pdf
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